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Abstract

High-assurance cryptography provides strong guarantees that source
implementations are functionally correct and provably secure. In
this paper, we demonstrate that the Jasmin compiler preserves
functional correctness and KEM-IND-CCA security (which were
established in prior work) of a highly optimized Jasmin imple-
mentation of ML-KEM used in the popular messenger Signal. Our
proof of preservation is fully mechanized in the Rocq prover and
is based on three general contributions: (1) A general framework
for modeling game-based security and for reasoning about preser-
vation of game-based security under compilation. (2) A new, in-
teraction-trees-based semantics of Jasmin and assembly programs.
Our new semantics supports features required by ML-KEM, such as
probabilistic computations and rejection sampling routines. (3) A
new relational Hoare logic for interaction trees, which we use to
prove correctness of the Jasmin compiler under our new semantics.

CCS Concepts

• Security and privacy→ Logic and verification.
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1 Introduction

Formally verified cryptography [16] provides strong guarantees
that cryptographic schemes are provably secure and that imple-
mentations are functionally correct with respect to these schemes.
Moreover, these guarantees can be composed to yield stronger as-
surance that implementations are both correct and secure. However,
a final and significant step remains: proving that correctness and
security guarantees carry to assembly code. This final step elimi-
nates relying on compilers, which may contain bugs or introduce
security concerns [39, 81].

This paper reports on an experiment to carry out this step for a
concrete case: a highly optimized implementation of ML-KEM [45].
ML-KEM is the newly adopted FIPS 203 post-quantum key encap-
sulation mechanism [62]. ML-KEM is being actively deployed as
part of the post-quantum transition, which is expected to be com-
pleted around 2035 [60]. For example, Google recently announced

they aim to complete their transition by 2029 [2]. The implemen-
tation we target is written in Jasmin, a programming language for
high-assurance cryptography [7, 9], and has been formally verified
for correctness and indistinguishability against chosen ciphertext
attacks (KEM-IND-CCA) [6, 10]—both proofs in the EasyCrypt
proof assistant [24, 25]. As of 2026, the Jasmin implementation is
used in the popular secure messaging application Signal [5].

Unfortunately, the current infrastructure of Jasmin does not
suffice for carrying functional correctness and KEM-IND-CCA se-
curity from source Jasmin programs, such as ML-KEM, to generated
assembly. The foremost reason is that ML-KEM performs probabilis-
tic computations and in particular uses rejection sampling (a.k.a.
repeat until success). Hence, executions of ML-KEM are potentially
unbounded—in probabilistic programming jargon, ML-KEM sat-
isfies a probabilistic notion of termination known as almost sure
termination. However, the original semantics of Jasmin programs
is limited to deterministic and terminating programs. To overcome
these issues, we equip both Jasmin and assembly programs with
a new denotational semantics that models probabilistic behavior,
and we prove compiler correctness for these new semantics.

The second reason is that game-based security notions such
as KEM-IND-CCA are modeled as adversarial, probabilistic (hy-
per)properties that fall outside the scope typically considered in
compiler correctness and secure compilation [19], and in particular
in the context of the Jasmin compiler. We address this limitation by
defining a general framework to define game-based security and
by lifting the compiler correctness result to show its preservation.

We address both challenges using interaction trees (ITrees) [80,
83], a semantic framework well-suited to capture game-based secu-
rity. Intuitively, the reason is that interactionswith an environment—
which are a central notion in ITrees, realized as “events” and dis-
cussed later—support all relevant features of game-based security
(queries, randomness, nontermination, statefulness, etc.).

Contributions. This paper makes the following contributions.
(C1) We define a general notion of security game, based on ora-

cle systems [23, 33, 78], that captures common game-based security
notions (e.g., indistinguishability and unforgeability) and provides a
unified foundation for reasoning about source and target programs.
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Figure 1: Prior ML-KEM verification efforts and this work.

(C2) We equip Jasmin and assembly programs with a deno-
tational, probabilistic semantics, and we prove that the Jasmin
compiler is correct with respect to this semantics.

(C3) We instantiate game-based security notions to Jasmin and
assembly programs and show that compiler correctness implies
preservation of all game-based security properties (Theorem 4.5).
As a consequence, we get preservation of KEM-IND-CCA for the
Jasmin vectorized implementation ofML-KEM, as shown in Figure 1
(prior work established KEM-IND-CCA security and functional
correctness at the source level, our work defines these properties
at assembly level and bridges the gap).

(C4) We develop a variant of relational Hoare logic for interac-
tion trees. The logic, which is of independent interest and tailored
for compiler correctness proofs, yields compact proofs.

Artifact. The Rocq mechanization of our framework and the
version of Jasmin with its new proofs are open-source [13].

Trusted Computing Base (TCB). The TCB for our work comprises
Jasmin’s preprocessor and printer; its formalization of x86-64; and,
naturally, the Rocq kernel and OCaml compiler.

Future Work. This paper specifically focuses on compiler preser-
vation of game-based security. We consider the classic setting of
game-based security, in which adversaries interact with crypto-
graphic schemes through their specified interfaces, but cannot ob-
serve their side-channel leakage and cannot interfere with their
execution, e.g., by controlling the cache or the branch predictors.
While such stronger adversaries are out of scope of our work, the
contributions of this paper provide a foundation upon which side-
channel security guarantees can be built.

In follow-up work, we plan to extend the compiler security guar-
antees to stronger, system-level adversaries (e.g., that observe or
carry out Spectre attacks). The main steps toward this goal are:
(1) formalizing a (speculative) constant-time type system [36] but at
assembly level; (2) proving that said type system enforces noninter-
ference in a system-level model of execution [20]; (3) connecting the
guarantees of the type system with the compiler’s. Further details
are discussed in the conclusion.

Outline. Section 2 introduces our framework for game-based
security and reductions using ITrees. Throughout the paper, we
use KEM-IND-CCA as an illustrative example, discussing the gen-
eralization to game-based security notions afterward. Section 3
defines the ITree semantics of the Jasmin language and the notion

of security for Jasmin programs. Section 4 then states compiler
correctness and leverages it to prove that Jasmin preserves game-
based security. Section 5 presents the key proof technique used
to prove compiler correctness: relational Hoare logic for ITrees.
Lastly, Section 6 discusses the verification of the Jasmin compiler,
illustrating each key idea by discussing a concrete compiler pass.

2 Game-Based Security with Interaction Trees

This section introduces our formalization of game-based security
and reductions. For concreteness, we first focus on key encapsula-
tion mechanisms (KEMs) and extend our methodology to arbitrary
oracle systems afterward. Our approach is based on interaction
trees [80, 83], a powerful semantic framework for modeling and
reasoning about effectful computations. In order to keep our expo-
sition accessible to a general audience, we introduce instances and
features of interaction trees as needed. A more technical introduc-
tion is provided in the following sections and in Section A.

2.1 Key Encapsulation Mechanisms

Cryptographic schemes are modeled as sets of probabilistic algo-
rithms. For instance, a KEM is given by three algorithms for key
generation, encapsulation and decapsulation. Informally, key gen-
eration generates a key pair consisting of a public key and a secret
key. Encapsulation takes as input a public key and generates a
message and its ciphertext. Finally, decapsulation takes as input a
secret key and a ciphertext and returns a message. We let PK , SK ,
M and C denote the types of public keys, secret keys, messages,
and ciphertexts, respectively. Our modeling of KEMs uses ITrees of
type itree Rnd R, which represent probabilistic computations (Rnd
corresponds to random sampling) that output results in R. Thus,
KEMs are triples of the form:

GenKey : () → itree Rnd (PK × SK),
Encap : PK → itree Rnd (M × C),
Decap : SK × C → itree RndM.

That is, GenKey is a computation that samples randomness and
returns a key pair. Similarly, decapsulation takes a secret and a
ciphertext and returns a message; note that our model corresponds
to KEMs with implicit rejection, in which Decap never fails. Mod-
eling explicit rejection entails changing the return type of Decap
to itree Rnd (M ∪ {⊥}), to indicate that computations may fail.

Critically, ITrees do not constrain the termination behavior of
probabilistic computations; in particular, it is possible to model
rejection sampling (or repeat until success), which is at the core
of ML-KEM. The ability to model rejection sampling is a main
challenge for our development.

2.2 Chosen Ciphertext Attack Security

The standard notion of security for a KEM is that an attacker cannot
distinguish between a real message and a random one, given cipher-
texts: this is called indistinguishability against chosen ciphertext
attacks. The notion is defined using a probabilistic game between a
challenger 𝒞 with access to a KEM and an adversary𝒜. We model
adversaries using interaction trees of the form itree (Dec+′ Rnd) R,
which informally represent probabilistic computations that can per-
form decapsulation queries Dec that are answered with the KEM’s
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KEM-IND-CCA𝒞,𝒜 ≜ pk, sk←GenKey() ;
𝑠←⟨𝒜1 (pk) ⊲⊳ Decap(sk)⟩ ;
𝑚0, c←Encap(pk) ;
𝑚1←U(M) ;
𝑏←U({0, 1}) ;
𝑏′←⟨𝒜2 (𝑠, c,𝑚𝑏 ) ⊲⊳ Decap(sk)⟩ ;
Ret(𝑏 = 𝑏′)

Figure 2: KEM-IND-CCA using our ITree language.

decapsulation oracle (+′ denotes the disjoint union of event types).
This adversary is modeled as a pair of probabilistic algorithms:

𝒜1 : PK → itree (Dec+′ Rnd) S
𝒜2 : S × C ×M → itree (Dec+′ Rnd) {0, 1},

where S represents the adversary’s state.
Figure 2 presents the standard game for KEM-IND-CCA. In the

first stage, the challenger generates a key pair pk and sk and reveals
the public key to the adversary 𝒜1. The adversary queries the
decapsulation oracle (potentially many times, the interaction is
denoted ⊲⊳), and writes to their state 𝑠 . Note that the adversary can
produce encapsulations at will, since the public key is known. Then,
the challenger calls the encapsulation oracle to generate a message-
ciphertext pair𝑚0 and c. The challenger then samples a random
message𝑚1 and a bit 𝑏 uniformly, giving𝑚𝑏 and c to 𝒜2, which
returns a bit 𝑏′. The adversary wins if the guess 𝑏′ is 𝑏 and 𝒜2 did
not query the decapsulation oracle on the challenge ciphertext c:
the adversary’s advantage is defined as

AdvKEM-IND-CCA (𝒞,𝒜) ≜
����Pr

[
KEM-IND-CCA𝒞,𝒜 = 1 and

c ∉ L(𝒜2)

]
− 1

2

����,
where L(𝒜2) is the set of ciphertexts that𝒜2 queries Decap on.

2.3 Probabilistic Semantics for Games

Formalizing the adversary’s advantage requires a semantics for our
ITree language, defined below. This section defines a semantics
for games that will allow us to define the adversary’s advantage
formally. Concretely, we first introduce a concrete representation
of ITrees, define a generic probabilistic semantics for them, and
finally use it on games.

Interaction Trees. Given a family of event types E : Type→ Type

and a type of results R, the type itree E R represents a computation
as a (potentially) infinite tree of all its behaviors, where leaf nodes
are results R and non-leaf nodes are either silent steps or visible
events E. Concretely, ITrees are defined coinductively as

itree E R ∋ 𝑡 F Ret(𝑟 ) | Tau(𝑡) | Vis(A, 𝑒, 𝑘),
where 𝑟 : R, A is a type, 𝑒 : E A, and 𝑘 : A→ itree E R. The return
constructor Ret(𝑟 ) labels the leaves of the tree: each leaf denotes a
completed computation that yields the result 𝑟 . Silent nodes Tau(𝑡)
perform an unobservable transition before continuing as 𝑡 (i.e.,
there is only one branch). Visible event nodes Vis(A, 𝑒, 𝑘) trigger
the event 𝑒 , expect an answer 𝑎 : A, and continue as 𝑘 (𝑎) (i.e., there
is one branch per answer). Note that each Vis node has its own
type A. We leave A implicit when it is clear from the context.

J𝑡K0 ≜ 0

JRet(𝑟 )K𝑛+1 ≜ 1𝑟

JTau(𝑡 )K𝑛+1 ≜ J𝑡K𝑛

JVis(Rnd(𝑋 ), 𝑘 )K𝑛+1 ≜ 𝜆𝑟 .
1
|𝑋 |

∑︁
𝑥 ∈𝑋

J𝑘 (𝑥 )K𝑛 (𝑟 )

J𝑡K ≜ lim
𝑛→∞

J𝑡K𝑛

Figure 3: Probabilistic semantics for ITrees.

Probabilistic Semantics. Figure 3 presents the probabilistic inter-
pretation of ITrees. Given a tree 𝑡 : itree Rnd R, we first define its
𝑛-step approximation semantics J𝑡K𝑛 : R→ [0, 1] (a distribution),
and then take its limit. All zero-step approximations are the null dis-
tribution 0, which assigns zero probability to all results. All positive
approximations ofRet(𝑟 ) are the unit distribution on the result 𝑟 , de-
noted1𝑟 , which assigns probability one to 𝑟 and zero to all other val-
ues. The (𝑛 + 1)-step approximation of Tau(𝑡) is the 𝑛-step approx-
imation of 𝑡—note that this means that, as expected, diverging exe-
cutions have probability zero. Then, the (𝑛+ 1)-step approximation
of Vis(Rnd(𝑋 ), 𝑘) accumulates the probabilities over all possible
random samples 𝑥 ∈ 𝑋 and divides by the number of such possible
samples; technically, this clause implements a monadic bind where
the first argument is the uniform distribution over the random
space 𝑋 . Finally, the probabilistic interpretation of 𝑡 , denoted J𝑡K, is
the limit over𝑛 of J𝑡K𝑛 (which exists because J𝑡K𝑛 is increasing on𝑛).
This semantics is denotational—i.e., it is a distribution—as is the
natural definition in pen-and-paper presentations. As expected, this
semantics supports almost-sure termination (programs with termi-
nation probability one, e.g., rejection sampling, give rise to proper
distributions) and assigns null probability to diverging computa-
tions (in such cases, the semantics is a subdistribution rather than
a proper one; our formalization is generalized to this case as well).

Semantics for Security Games. The semantics of KEM-IND-CCA
interprets assignments 𝑥← 𝑡 ;𝑘 with the ITree sequencing operator
(i.e., the monadic bind), returns Ret(𝑟 ) with the return constructor,
trigger(𝑒) as visible event nodes, and interactions ⟨𝑡 ⊲⊳ 𝑜⟩ using
the interp ITree operator (which replaces 𝑡 ’s eventsDec(c) with the
result of calling the oracle 𝑜 on c). Crucially, the ⊲⊳ operator keeps
track of all queries that 𝑡 performs to the oracle 𝑜 . This allows us
to define KEM-IND-CCA𝒞,𝒜 as an itree Rnd ({0, 1} × C × P(C)),
where the first component is the correctness of the adversary’s
guess, the second one is the challenge ciphertext c, and the third one
is the set of ciphertexts that𝒜2 queried to the decapsulation oracle
(i.e., corresponds to L(𝒜2)). Finally, the adversary’s advantage is

AdvKEM-IND-CCA (𝒞,𝒜) ≜
����Pr

[
JKEM-IND-CCA𝒞,𝒜K = 1, c, ®𝑞

and c ∉ ®𝑞

]
− 1

2

����.
2.4 Relating Security Games

Most security proofs are based on reductionist arguments, which
reduce the security of one cryptographic system to the security of
another system or a hardness assumption. In the case of compilers,
the aim is to reduce the security of the compiled program to the
source’s, such that users need only reason about source programs
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in their security proofs. Essentially, reductionist arguments state
that attacks for the compiled program can be turned into attacks
for the source program with acceptable advantage.

Our framework allows stating such reductions and proving them.
These proofs fundamentally rely on the following result about the
probabilistic semantics of equivalent ITrees.

Theorem 2.1 ( ). Equivalent ITrees 𝑡 ≈ 𝑡 ′ give the same distribu-
tion, i.e., Pr [J𝑡K = 𝜎] = Pr [J𝑡 ′K = 𝜎] for each 𝜎 (that is, J𝑡K = J𝑡 ′K).

The equivalence relation is the standard one in the ITree library
(weak bisimilarity, discussed in more detail in Section 5.2) and is
what the Jasmin compiler achieves after our changes.

3 Interaction Trees Semantics of Jasmin

This section presents an interaction tree semantics for the Jasmin
language and instantiates the notions of game-based security.

3.1 Background on the Jasmin Language

Jasmin [7, 9] is a framework for high-assurance high-speed cryp-
tography. The main components of the framework are the Jasmin
programming language and its compiler.

The language supports “assembly in the head,” empowering pro-
grammers to write highly optimized code that remains amenable to
formal analysis and verification. Concretely, the language features
a combination of low-level constructs (such as vectorized instruc-
tions) and high-level constructs (such as structured control flow,
e.g., conditionals, loops, and functions), and zero-cost abstractions
(such as explicit variable names and functional arrays). The latter
are called zero-cost because they introduce no run-time overhead;
for example, functional array manipulations are always compiled
to in-place memory operations that involve no copies. The core
syntax of Jasmin from this perspective is as follows:

Expr ∋ 𝑒 F 𝑛 | 𝑏 | 𝑥 | (𝑒, · · · , 𝑒) | ⊕(𝑒) | 𝑥 [𝑒] | [𝑒]
LVal ∋ ℓ F 𝑥 | 𝑥 [𝑒] | [𝑒] | (ℓ, · · · , ℓ)

Comm ∋ 𝑐 F skip | ℓ ≔ 𝑒 | ℓ ≔ rand(𝑒) | ℓ ≔ 𝑓 (𝑒)
| 𝑐 ; 𝑐 | if (𝑒) {𝑐} {𝑐} | while (𝑒) {𝑐}

Here, 𝑒 is an expression, 𝑛 is a natural number, 𝑏 is a boolean,
𝑥 ∈ Var is a variable, (𝑒, · · · , 𝑒) is a tuple of expressions, ⊕ is an
operator (e.g.,+,≤, or∧), ℓ is a left-value, 𝑥 [𝑒] is an array access to 𝑥
at position 𝑒 , [𝑒] is a memory access dereferencing the address 𝑒 ,
and 𝑓 is a function name.

3.2 Interaction-Tree and Probabilistic Semantics

This section presents a probabilistic semantics of Jasmin programs
based on ITrees. The semantics is defined in several layers, as is stan-
dard in the ITree literature. First, we define the call semantics, which
treats function calls, errors, and random sampling as uninterpreted
events in the program (e.g., instead of executing the body of a callee,
it triggers an event). Afterward, we interpret call events and obtain
the interprocedural semantics, which executes the bodies of callees
to answer call events. Lastly, we interpret the remaining events
and achieve a probabilistic semantics that maps commands to dis-
tributions over states. This layered definition structure allows us to
seamlessly move between levels of abstraction: we use specific lay-
ers to reason about relevant features of the semantics and treat other

LskipM★𝜎 ≜ Ret(𝜎 )
Lℓ ≔ 𝑒 M★𝜎 ≜ 𝑣← L𝑒 MExpr𝜎 ; Lℓ ← 𝑣 MLVal𝜎

Lℓ ≔ rand(𝑒 ) M★𝜎 ≜ 𝑛← L𝑒 MExpr𝜎 ;𝑎← trigger(Rnd(𝑛) ) ; Lℓ ← 𝑎 MLVal𝜎

L𝑐 ;𝑐′ M★𝜎 ≜ 𝜎 ′← L𝑐 M★𝜎 ; L𝑐′ M★
𝜎 ′

L if (𝑒 ) {𝑐⊤} {𝑐⊥} M★𝜎 ≜ 𝑏← L𝑒 MExpr𝜎 ; L𝑐𝑏 M★𝜎
Lwhile (𝑒 ) {𝑐 } M★𝜎 ≜ iter

(
𝜆𝜎.𝑏← L𝑒 MExpr𝜎 ;𝑊

)
(𝜎 )

where𝑊 =

{
𝜎 ′← L𝑐 M★𝜎 ;Ret(inl(𝜎 ′ ) ) if 𝑏,
Ret(inr(𝜎 ) ) otherwise

Lℓ ≔ 𝑓 (𝑒 ) M★𝜎 ≜ 𝑣← L𝑒 MExpr𝜎 ;
(𝑚′, 𝑣′ ) ← trigger(Call(𝑓 , 𝜎𝑚, 𝑣) ) ;
Lℓ ← 𝑣′ MLVal(𝑚′,𝜎𝑟 )

(a) Call semantics. The trigger operator introduces a visible event

node (e.g., Rnd(𝑛)) and returns the answer (e.g., 𝑎).

𝐻 c (Call(𝑓 ,𝑚, 𝑣) ) ≜ 𝜎← L 𝑓
body

M★
𝑚,{𝑓arg ↦→𝑣} ;Ret(𝜎𝑚, 𝜎𝑟 (𝑓res ) )

L𝑐 M𝜎 : itree (Err+′ Rnd) S ≜ interp_mrec

(
𝐻 c, L𝑐 M★𝜎

)
,

(b) Interprocedural semantics. The interp_mrec operator answers ev-

ery Call event with the𝐻 c
handler (including those triggered by𝐻 c

).

Figure 4: Interaction Tree Semantics for Jasmin.

features abstractly, enabling high reuse of code and proofs in generic
lemmas of the compiler, in our program logic, and in our definitions
of security. We now describe the layers relevant to this work.

The first layer is the call semantics, which employs three event
families: Call for function calls, Err for errors, and Rnd for ran-
dom sampling, denoted L𝑐 M★𝜎 : itree (Call+′ Err+′ Rnd) S (where
𝑐 is a command, 𝜎 ∈ S a state). A state 𝜎 ∈ S is a pair of a variable
map 𝑟 : Var→ Val (assigning values to variables) and a memory
𝑚 : {0, 1}64 → {0, 1}8 (assigning bytes to addresses). The projec-
tions 𝜎𝑟 and 𝜎𝑚 are the variable map and memory of 𝜎 , respec-
tively. The call semantics relies on a semantics of expressions
L𝑒 MExpr𝜎 : itree Err Val (where 𝑒 is an expression) and left-values
Lℓ ← 𝑣 MLVal𝜎 : itree Err S (where 𝑣 is a value), which are standard.

Figure 4a defines the call semantics. The skip command returns
the state unchanged. An assignment evaluates the right-hand side
and writes the result to the state—note that either step can trigger
an Err event. A random sampling ℓ ≔ rand(𝑒) evaluates 𝑒 to a num-
ber 𝑛, triggers a Rnd(𝑛) event (which expects 𝑛 uniformly sampled
bytes) and writes them to ℓ . (Note that this event is a special case of
the one presented in Section 2.3, as Jasmin only supports sampling
bytes.) The cases of sequencing and conditionals use the standard
ITree monadic bind operator. While loops iteratively (potentially
infinitely) execute the body with the iter operator. Finally, function
calls evaluate their argument 𝑒 , trigger a Call event, write the an-
swer to ℓ , and update the memory. Each Call event carries function
name, memory, and argument value.

The second layer is the interprocedural semantics, which builds
atop the call semantics by interpreting Call events. As is standard
with ITrees, we define a handler for Call(𝑓 ,𝑚, 𝑣) events, which
executes the body of the callee 𝑓 on an initial state with memory𝑚
and arguments 𝑣 , as shown in Figure 4b (there, {𝑓

arg
↦→ 𝑣} is the
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Table 1: Semantics Used in This Paper.

Semantics Symbol

Call L𝑐 M★𝜎 : itree (Call+′ Err+′ Rnd) S
Interprocedural L𝑐 M𝜎 : itree (Err+′ Rnd) S
Probabilistic J𝑐K𝜎 : S ∪ {𝜎err} → [0, 1]

variable map that contains 𝑣 as the argument of 𝑓 ). Figure 4b uses
this handler and the mutual recursion operator interp_mrec to
define the interprocedural semantics, consuming all Call events.
The Err and Rnd events, on the other hand, remain uninterpreted,
as effects of the program.

Lastly, we handle Err events by returning a distinguished er-
ror state 𝜎err, obtaining an itree Rnd (S ∪ {𝜎err}). Then, we use
the semantics from Figure 3 to obtain a semantics that maps ev-
ery command 𝑐 and state 𝜎 to a distribution over states or errors
J𝑐K𝜎 : S ∪ {𝜎err} → [0, 1]. Table 1 summarizes the semantics no-
tions used in this paper, each defined in terms of the one above.

Safety. A Jasmin program is safe (relative to some precondition)
if for every function 𝑓 and state 𝜎 satisfying the precondition for 𝑓 ,
its semantics triggers no Err events and its results are fully ini-
tialized. Specifically, the latter condition requires that every cell
of returned arrays is set to a value—Jasmin allows programs to
take and return arrays with some cells uninitialized. Consequently,
for safe Jasmin programs, the probabilistic semantics is simply a
distribution over states J𝑐K𝜎 : S→ [0, 1]. In contrast to the original
Jasmin semantics, termination is not a requirement for safety; in
particular, almost-surely-terminating programs like ML-KEM can
be safe and the guarantees of compiler correctness apply to them.

3.3 Game-Based Security of Jasmin Programs

Using the semantics presented above, we can instantiate the frame-
work from Section 2 and give formal definitions of KEM-IND-CCA
security for Jasmin KEMs. The challenger induced by the Jasmin
KEM program 𝑃 is denoted 𝒞𝑃 and defined as

GenKey() ≜ 𝜎 ′← L𝑃 (genkey) M𝑚,∅ ;Ret(𝜎 ′ (pk), 𝜎 ′ (sk))
Encap(pk) ≜ 𝜎 ′← L𝑃 (encap) M

𝑚,{pk↦→pk} ;Ret(𝜎 ′ (msg), 𝜎 ′ (ct))
Decap (sk, c) ≜ 𝜎 ′← L𝑃 (decap) M

𝑚,{sk↦→sk,ct↦→c} ;Ret(𝜎 ′ (msg))

We write genkey, encap, and decap for the names of the respec-
tive functions in the program, pk, sk, ct, and msg for those of the
variables, and𝑚 for an initial memory on which the program is safe.

The key generation algorithm first executes the body of the
genkey function in 𝑃 on the initial memory𝑚 and the empty vari-
ablemap ∅, and then returns the values of pk and sk in the final state.
The encapsulation algorithm executes encap on a state that maps
the variable pk to the given value pk and returns the final values of
msg and ct. Similarly, the decapsulation algorithm executes decap
on a state that maps the variables sk and ct to the values sk and c,
returning the final value of msg. The ITrees for these functions have
only Rnd events, coinciding with the definitions in Section 2.1—we
prove that no error events Err can happen because we consider
safe programs. Thus, queries are handled by ⊲⊳ in a similar way as

function calls (i.e., running the code of Decap). Finally, we define
the advantage of an adversary𝒜 against a Jasmin KEM program 𝑃

as AdvKEM-IND-CCA (𝒞𝑃 ,𝒜) (using the definition from Section 2.3).

3.4 Game-Based Security of Assembly Programs

The semantics of assembly programs has a similar signature to
the one for Jasmin programs, but it operates on assembly states,
which comprise: a register map, a memory, a program counter, and
the name of the function currently executing. As expected, the
semantics is defined as the repeated application of a small-step
transition function from assembly states to assembly states.

The security notion for assembly programs has two key differ-
ences with the one for Jasmin. First, array arguments are not given
as values but rather as pointers to memory; secondly, the initial
memory is initialized with the contents of such arguments. Reading
the results from final states changes in a similar way. Concretely, in
the case of a KEM, the challenger for a compilation 𝑄 , denoted 𝒞𝑄 ,
is parameterized by four pointers ppk, psk, pct, and pmsg (which
are 64-bit words in x86-64) corresponding to the variables used
in 𝒞𝑃 . Thus, in Encap, instead of initializing a variable map with
the array pk, we write pk to memory at position ppk and initialize
the register corresponding to the variable pk to ppk.

4 Correctness and KEM-IND-CCA Preservation

This section overviews the Jasmin compiler, states the new com-
piler correctness theorem and compares it with the existing one,
and presents its KEM-IND-CCA security preservation result. After-
ward, we discuss the application of our results to Jasmin’s ML-KEM
implementation. Finally, we generalize our results to all game-based
security properties, leading to the main result of this work: that the
Jasmin compiler preserves game-based security (Theorem 4.5).

The Jasmin compiler is a moderately optimizing compiler that is
designed to be predictable and provide a large degree of control to
the programmer; thus, its primary purpose is to eliminate the high-
level constructs and zero-cost abstractions described in Section 3.1.
The compiler performs a reduced number of optimizations, such
as dead code elimination and memory reuse (to minimize stack
usage). Figure 5 presents the passes of the Jasmin compiler. Ellipses
correspond to the different representations of programs, rectangles
to transformations, and dotted rectangles to checkers—i.e., passes
that leave the program unchanged but may reject it. Red boxes
correspond to trusted steps, green ones to those verified in Rocq
directly, and blue ones to steps verified using translation validation.
The passes inside the top dashed gray box (second to sixth rows)
are the compiler front-end, whereas the ones inside the box below
(seventh row) are the back-end. Section B presents a summary of
the functionality of each pass. The compiler supports the x86-64,
ARMv7, and RISC-V architectures.

4.1 Compiler Correctness Statement

We updated the correctness statement and proofs of the compiler
to use the new ITree semantics. Crucially, we did not modify the
functionality of the compiler, i.e., the compiler before and after our
changes generates the same assembly; this means that we proved
a stronger statement while retaining the functionality. The new
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Figure 5: Passes and intermediate languages of the Jasmin compiler.

correctness theorem for the compiler is stated in terms of a bisimu-
lation (including Rnd events) between the semantics of the source
program and its compilation, as follows.

Theorem 4.1 (Compiler Correctness ). Given a program 𝑃 ,
its compilation𝑄 , any function 𝑓 , and source and target states 𝜎 and 𝜏 ,

𝜎 ≼ 𝜏 =⇒ L𝑃 (𝑓 ) M𝜎 ≈≼ L𝑄 (𝑓 ) M𝜏
under the following conditions:

(1) The source program 𝑃 is safe.
(2) The initial target memory has enough allocated fresh mem-

ory for the stack of each function (the compiler statically
determines how much stack space each function needs).

(3) Each writable input pointer is disjoint from all other writable
or read-only input pointers and from the .data section.

Bisimulation, denoted ≈, means that the two ITrees are the same
except for a finite number of silent steps. It is indexed by a relation
on results, ≼ in this case, that relates the results (i.e., the leaves). It
is the standard bisimulation notion for LTSs and verified compilers,
and it is provided by the ITree library (we define it in Section A).

Intuitively, the above theorem states that running 𝑓 on related
source-target states𝜎 ≼ 𝜏 produces the same behaviors (Rnd events)
and, furthermore, that the final states (if they exist) are also related.
We define bisimulation precisely in Section 5.2, and compare it with
the usual forward and backward compiler simulations in Section 4.2.

The refinement relation ≼ involves several well-formedness con-
ditions (e.g., that array values in the source correspond to pointers
in the target) and relates values with the usualmore defined than re-
lation. Specifically, a target value is more defined than a source value
if either they are equal or the latter is undefined. In the case of arrays,
the simulation requires that a pointer in the target points to a region
that is more defined than the corresponding array in the source.

4.2 Comparison with Original Statement

The original semantics of Jasmin programs is a big-step operational
semantics of the form ⟨𝑐, 𝜎⟩ ⇓ 𝜎 ′, stating that running a command 𝑐
on a state 𝜎 terminates without errors and reaches a state 𝜎 ′ [7, 9].
Random sampling commands consumed an infinite random tape.
Compiler correctness was stated as a forward simulation between
a source command 𝑃 and its compilation 𝑄 : for every function 𝑓 ,
source states 𝜎 and 𝜎 ′, and target state 𝜏 ,

⟨𝑃 (𝑓 ), 𝜎⟩ ⇓ 𝜎 ′ ∧ 𝜎 ≼ 𝜏 =⇒ ∃𝜏 ′ . ⟨𝑄 (𝑓 ), 𝜏⟩ ⇓ 𝜏 ′ ∧ 𝜎 ′ ≼ 𝜏 ′,

where ≼ is the relation presented in Section 4.1 with an additional
clause ensuring equal random tapes.

Consequently, the original compiler correctness statement en-
sures that safe and terminating Jasmin programs are compiled to
safe and terminating programs with equal results. However, it gives
no immediate guarantees for executions that diverge or for the
probabilistic behavior (i.e., as distributions) of programs.

Our work improves over the original compiler correctness in two
key directions. First, our semantics covers diverging and almost-
surely terminating executions, and is expressed directly as a dis-
tribution rather than requiring a tape. Secondly, while our proofs
follow the natural forward reasoning pattern, they directly establish
a bisimulation rather than a forward simulation, with no need for
flipping diagrams.

An alternative strategy to overcome the challenges above would
have been to use a small-step operational semantics, with a random-
ness tape or oracle, producing an infinite trace. Interaction trees
dispense us from going through such a semantics, which comeswith
its difficulties. First, since our end goal of preservation of crypto-
graphic security requires a distributional semantics for both source
and target languages, using a trace semantics would require gluing
the compiler correctness statement with distributional semantics
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for both Jasmin and assembly. Additionally, nontermination would
require infinite tapes, making the semantics continuous and re-
quiring further glue to recover the desired cryptographic security
statement. In contrast, ITrees provide a unified framework to define
the semantics, verify the compiler, and reason about probabilistic
behavior and adversarial interactions.

4.3 Main Theorem

This section leverages the compiler correctness result and the frame-
work from Section 2 to show that the Jasmin compiler preserves
KEM-IND-CCA security. We use Theorem 2.1 to prove a KEM-IND-
CCA security reduction for the Jasmin compiler. That is, we show
that Jasmin preserves KEM-IND-CCA security when compiling a
KEM, as stated in the following theorem.

Theorem 4.2 (KEM-IND-CCASecurity Preservation ). Given
a source program 𝑃 with compilation𝑄 and an adversary𝒜, we have

AdvKEM-IND-CCA (𝒞𝑃 ,𝒜) = AdvKEM-IND-CCA
(
𝒞𝑄 ,𝒜

)
,

under the compiler correctness conditions from before.

This theorem is an exact reduction: advantages are equal, and
the adversary is the same.

4.4 Application to ML-KEM

Almeida et al. [6] use EasyCrypt to prove that a highly optimized
Jasmin implementation ofML-KEM (denotedML-KEM

Jasmin
) is prov-

ably secure under the Hashed Module variant of the Learning with
Errors assumption (MLWE) [69]. By combining the security proof
with an adaptation of the functional correctness proof in Almeida
et al. [10] (the original uses CRYSTALS-Kyber [35]), they establish
the following theorem.

Theorem 4.3 (Provable Security of ML-KEM
Jasmin

). For every
adversary𝒜 that makes at most 𝑑 queries to the hash function and
executes in time at most 𝑇 ,

AdvKEM-IND-CCA
(
ML-KEM

Jasmin
,𝒜

)
≤ 𝜖 (𝑇,𝑑).

Here 𝜖 is a complex expression involving (1) the correctness
bound of ML-KEM

Jasmin
, i.e., the probability that decapsulation pro-

duces an incorrect output; (2) the advantage of an adversary execut-
ing in time atmost𝑇 ′ (where𝑇 ′ is close to𝑇 ) against HashedMLWE;
and (3) pseudorandomness advantages of variants of SHAKE and of
the key generation smoothing function used in the implementation.
The full definition is in [6, Theorem 6]. Our work yields a security
proof for the compilation of ML-KEM (denoted ML-KEM

ASM
), as

stated in the following corollary.

Corollary 4.4 (Provable Security ofML-KEM
ASM

). For every
adversary𝒜 that makes at most 𝑑 queries to the hash function and
executes in time at most 𝑇 ,

AdvKEM-IND-CCA (ML-KEM
ASM

,𝒜) ≤ 𝜖 (𝑇,𝑑).

Naturally, since Theorem 4.3 is mechanized in EasyCrypt, the
TCB of Theorem 4.4 also includes the assumption that the former
proof implies that the Jasmin program is KEM-IND-CCA secure.

4.5 Generalization to Game-Based Security

As mentioned in the introduction, our Rocq development deals
with a general notion of game-based security; thus, all preceding
theorems are proven by instantiating this general framework. The
framework is based on oracle systems [23], which model interactive
games between adaptive adversaries and a cryptographic scheme
through oracle queries. They provide a unified representation of
all common cryptographic properties—e.g., KEM-IND-CCA and
SUF-CMA—and can capture different models of cryptography such
as the standard, the random oracle, and the ideal ciphertext models.

An oracle system is a family of stateful probabilistic algorithms
indexed by natural numbers. A pair of functions I : N→ Type and
O : N→ Type give the input and output types of each oracle, re-
spectively. Oracle queries are events Que(𝑛, 𝑖) such that 𝑛 : N is an
oracle, 𝑖 : I𝑛 is an input, and the expected answer is of type O𝑛 . The
challenger in this setting gives an implementation for each oracle,
taking an input of type I𝑛 and returning an output of type O𝑛 , and
updating an oracle memory M. On the other hand, the adversary is
a probabilistic algorithm that performs oracle queries and returns
in the unit type. In symbols,

𝒞 : (𝑛 : N) → (I𝑛 ×M) → itree Rnd (O𝑛 ×M),
𝒜 : itree (Que+′ Rnd) Unit.

A game executes the adversary and interprets Que events with the
appropriate oracles of the challenger. The adversary wins the game
if the trace of query-answer pairs satisfies a predicate called the
winning condition win : (𝑛, I𝑛,O𝑛)∗ → {0, 1}.

Oracle systems have been used to model a variety of crypto-
graphic schemes and properties [23, 33, 78]. As an illustrative ex-
ample, the KEM-IND-CCA oracle system for a given KEM consists
of four oracles: (1) an initialization oracle 𝑜𝐼 (with I𝑜𝐼 = Unit and
O𝑜𝐼 = PK), which uses GenKey to generate a key pair, stores it in
the memory, and returns the public key; (2) a challenge oracle 𝑜𝐶
(with I𝑜𝐶 = Unit and O𝑜𝐶 =M × C), which uses Encap with the
stored public key, samples a random bit and message, stores the bit,
and returns the chosen message and ciphertext; (3) a decapsulation
query oracle 𝑜𝐷 (with I𝑜𝐷 = C and O𝑜𝐷 =M), which uses Decap
with the stored secret key to decapsulate the ciphertext and re-
turns its result; and (4) a finalize oracle 𝑜𝐹 (with I𝑜𝐹 = {0, 1} and
O𝑜𝐹 = Unit), which receives the adversary’s guess. The winning
condition checks that the adversary’s guess is correct, that the in-
teractions follow the expected order, and that the adversary did not
query the decapsulation oracle on the challenge ciphertext.

Using our framework for oracle systems, we can generalize The-
orem 4.2 to all game-based security properties, as follows.

Theorem 4.5 (Security Preservation ). Given a source pro-
gram 𝑃 with compilation 𝑄 and an adversary𝒜, we have that

Pr [𝒜 wins against 𝒞𝑃 ] = Pr
[
𝒜 wins against 𝒞𝑄

]
,

where 𝒞𝑃 and 𝒞𝑄 are the oracle systems induced by 𝑃 and 𝑄 , respec-
tively, and we say that an adversary “wins against” a challenger if
their interaction produces a trace that satisfies the winning condition.

The above theorem is proven directly from source to target, rely-
ing only on the statement of compiler correctness from Theorem 4.1
and generic ITree properties (in particular, it is independent of the
compiler and its passes).
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5 Relational Hoare Logic for Interaction Trees

In this section, we present the key proof technique used to verify
the compiler in our new setting: a relational Hoare logic for ITree-
based program semantics. We first present standard rules and then
discuss specialized versions for compiler correctness proofs.

5.1 Tuples and Validity

Relational Hoare logic tuples relate two commands with respect to
pre- and postconditions as follows.

Definition 5.1 (Valid Command Tuple). A command tuple is valid,
written 𝐼𝑃 , 𝐼𝑄 |= 𝑐1 ∼ 𝑐2 : Φ⇒ Ψ, when for every pair of states𝜎1 and𝜎2,

𝜎1 Φ 𝜎2 =⇒ 𝑢≈𝐼𝑃 ,𝐼𝑄 ,Ψ L𝑐1 M★𝜎1L𝑐2 M★𝜎2 ,

where 𝑐1 and 𝑐2 are commands, Φ,Ψ : S→ S→ Prop are state
pre- and postconditions, and 𝐼𝑃 and 𝐼𝑄 form a handler contract,
where 𝐼𝑃 : ∀A1A2 . E1 A1 → E2 A2 → Prop is an event precondition
and 𝐼𝑄 : ∀A1A2 . E1 A1 → A1 → E2 A2 → A2 → Prop an event post-
condition.

Intuitively, a command tuple is valid when running the com-
mands 𝑐1 and 𝑐2 on Φ-related states gives equivalent behaviors
until either 𝑐1 performs undefined behavior or both commands
terminate with Ψ-related states. This equivalence of behaviors, de-
noted 𝑢≈ and defined in the next section, lifts the standard notion of
bisimulation to ITrees with events (Call, Err, and Rnd in this case)
and undefined behavior. It uses 𝐼𝑃 to relate events performed by
the two commands and 𝐼𝑄 to relate the environment’s answers to
said events. The judgment extends to programs as follows.

Definition 5.2 (Valid Program Tuple). A program tuple is valid,
written 𝐼𝑃 , 𝐼𝑄 |= 𝑃1 ∼ 𝑃2 : Φ⇒ Ψ when for every pair of functions
𝑓 and 𝑔 and states 𝜎1 and 𝜎2,

𝜎1 Φ𝑓,𝑔 𝜎2 =⇒ 𝑢≈𝐼𝑃 ,𝐼𝑄 ,Ψ𝑓,𝑔
L 𝑓

body
M𝜎1L𝑔body

M𝜎2 ,

where 𝑃1 and 𝑃2 are programs, Φ𝑓 ,𝑔,Ψ𝑓 ,𝑔 : S→ S→ Prop are the
pre- and postconditions for functions (indexed by function names
𝑓 and 𝑔), 𝐼𝑃 and 𝐼𝑄 form the handler contract.

Intuitively, a program tuple establishes that running the bodies of
a pair of functions 𝑓 ∈ 𝑃1 and𝑔 ∈ 𝑃2 on Φ𝑓 ,𝑔-related states produces
equivalent behaviors forever or until either 𝑓 performs undefined
behavior or both functions terminate with Ψ𝑓 ,𝑔-related states.

In the rest of the paper, we use |= 𝑒1 ∼ 𝑒2 : Φ⇒ 𝜓 (where 𝑒1 and 𝑒2
are expressions, Φ relates states, and 𝜓 relates values) to express
that evaluating 𝑒1 and 𝑒2 in Φ-related states yields𝜓 -related values.
We use |= ℓ1 ∼ ℓ2 : Φ/𝜙 ⇒ Ψ (where Φ and Ψ relate states and 𝜙

values) when writing 𝜙-related values to Φ-related states yields
Ψ-related states.

5.2 Equivalence up-to-Cutoff

This section defines the relation 𝑢≈ needed by RHL tuples. We first
introduce the standard notion of bisimulation from the ITree library
and then our generalization.

Weak bisimulation, denoted ≈𝜙 and sometimes called equiva-
lence up-to-tau, is a widespread notion of equivalence between
ITrees that relates computations that differ only by a finite number
of silent steps on either side and yield 𝜙-related results [80].

Ret
𝑟1 𝜙 𝑟2

Ret(𝑟1 )
𝑒/𝑢≈ Ret(𝑟2 )

Tau
𝑡1

𝑒/𝑢≈ 𝑡2

Tau(𝑡1 )
𝑒/𝑢≈ Tau(𝑡2 )

==============================

Cut𝐿
𝐶1 (𝑒1 )
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Figure 6: Bisimulation relations
𝑒≈ and 𝑢≈. The boxed rules

are only for
𝑢≈, all others (with

𝑒/𝑢≈ ) are valid for both
𝑒≈ and

𝑢≈.

Weak bisimulation is too strong for many settings, as it requires
events in the ITrees to match exactly. Consequently, the ITree
library also provides heterogeneous equivalence, denoted 𝑒≈𝜙,𝐼𝑃 ,𝐼𝑄 ,
a generalization with two relations for events [32, 73]. It relates
ITrees that depend on distinct return types (denoted R1 and R2,
related by 𝜙) and distinct event families (denoted E1 and E2, related
with 𝐼𝑃 and 𝐼𝑄 ). It is a coinductive-inductive relation in the style of
weak bisimulation.

Figure 6 defines 𝑒≈ (we distinguish inductive and coinductive
uses of the premise with single and double bars, respectively [55]).
The relation is parameterized by a relation 𝜙 : R1 → R2 → Prop,
an event precondition 𝐼𝑃 : ∀A1A2 . E1 A1 → E2 A2 → Prop, and its
postcondition 𝐼𝑄 : ∀A1A2 . E1 A1 → A1 → E2 A2 → A2 → Prop.

The Ret rule relates any pair of 𝜙-related return values and the
Tau rule relates two ITrees that perform a synchronized silent step.
The Tau𝐿 and Tau𝑅 rules rely on their hypothesis inductively rather
than coinductively, ensuring that related ITrees can differ only up to
a finite number of silent transition steps. The Vis rule requires that,
given answer types A1 and A2 and events 𝑒1 : E1 A1 and 𝑒2 : E2 A2,
the events are related by 𝐼𝑃 . The continuations 𝑘1 (𝑎1) and 𝑘2 (𝑎2)
must also be in relation, assuming that the answers 𝑎1 and 𝑎2 satisfy
the event postcondition 𝐼𝑄 .

Our Generalization. Heterogeneous equivalence is still too strong
for compiler correctness proofs, which crucially rely on reasoning
about undefined behavior on one side of the relation. Compiler
correctness typically relates the semantics of a source program to its
compilation’s as long as the source program is safe. Assuming safety
is often essential in compiler proofs, as it allows us to disregard
invalid behaviors that need not be preserved. Additionally, safety
also encodes important invariants of the compiler passes (e.g., if
the compiler introduces a memory access, that access must be in-
bounds) that subsequent passes rely upon.

As a result, our work further generalizes heterogeneous equiva-
lence to support error handling in terms of undefined behavior. It
relies on the notion of cutoff event, on either side of the relation, that
allows the relation to hold trivially from that point, regardless of the
continuation. Figure 6 defines the new relation 𝑢≈, called equivalence
up-to-cutoff, as an extension of 𝑒≈with two additional boolean pred-
icate parameters, 𝐶𝑖 : ∀A. E𝑖 A→ bool for 𝑖 = 1, 2, which decide
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Assign
|= 𝑒1 ∼ 𝑒2 : Φ⇒ 𝜙 |= ℓ1 ∼ ℓ2 : Φ/𝜙 ⇒ Ψ

⊢ ℓ1 ≔ 𝑒1 ∼ ℓ2 ≔ 𝑒2 : Φ⇒ Ψ

While
|= 𝑒1 ∼ 𝑒2 : Φ⇒ = ⊢ 𝑐1 ∼ 𝑐2 : Φ ∧ 𝑒1 ⇒ Φ

⊢ while (𝑒1 ) {𝑐1} ∼ while (𝑒2 ) {𝑐2} : Φ⇒ Φ ∧ ¬𝑒1

Rand
|= 𝑒1 ∼ 𝑒2 : Φ⇒ 𝐼𝑃 |= ℓ1 ∼ ℓ2 : Φ/𝐼𝑄 ⇒ Ψ

⊢ ℓ1 ≔ rand(𝑒1 ) ∼ ℓ2 ≔ rand(𝑒2 ) : Φ⇒ Ψ

Call
|= 𝑒1 ∼ 𝑒2 :

(
Φ𝑟 ∧ 𝐼𝑚𝑃

)
⇒ 𝐼 𝑣𝑃 |= ℓ1 ∼ ℓ2 :

(
Φ𝑟 ∧ 𝐼𝑚𝑄

)
/𝐼 𝑣𝑄 ⇒ Ψ

⊢ ℓ1 ≔ 𝑓 (𝑒1 ) ∼ ℓ2 ≔ 𝑔 (𝑒2 ) :
(
Φ𝑟 ∧ 𝐼𝑚𝑃

)
⇒ Ψ

Assign𝐿
∀𝜎1𝜎

′
1𝜎2 . 𝜎1 Φ 𝜎2 ∧ Lℓ ≔ 𝑒 M★𝜎1 ≈ Ret

(
𝜎 ′1

)
=⇒ 𝜎 ′1 Ψ 𝜎2

⊢ ℓ ≔ 𝑒 ∼ skip : Φ⇒ Ψ

Trans
𝐼𝑃 1, 𝐼𝑄 1 ⊢ 𝑐1 ∼ 𝑐2 : Φ1 ⇒ Ψ1 𝐼𝑃 2, 𝐼𝑄 2 ⊢ 𝑐2 ∼ 𝑐3 : Φ2 ⇒ Ψ2

𝐼𝑃 1 ◦ 𝐼𝑃 2, 𝐼𝑄 1 ◦ 𝐼𝑄 2 ⊢ 𝑐1 ∼ 𝑐3 : Φ1 ◦ Φ2 ⇒ Ψ1 ◦ Ψ2

Rec
𝐼𝑃 ∪ Φ, 𝐼𝑄 ∪ Ψ ⊢ 𝑓

body
∼ 𝑔

body
: Φ𝑓,𝑔 ⇒ Ψ𝑓,𝑔 for every 𝑓 ∈ 𝑃1, 𝑔 ∈ 𝑃2

𝐼𝑃 , 𝐼𝑄 ⊢ 𝑃1 ∼ 𝑃2 : Φ⇒ Ψ

Figure 7: Relational Hoare Logic.

which events are cutoffs on each side of the relation. The Cut𝐿 rule
relates Vis(𝑒, 𝑘) : itree E1 R1 with any 𝑡 : itree E2 R2 whenever 𝑒 is
a cutoff event on the left-hand side; Cut𝑅 is symmetric. When there
are no cutoffs on either side, 𝑢≈ is equivalent to 𝑒≈.

5.3 Proof Rules

Relational Hoare logic rules typically come in three flavors: two-
sided rules, one-sided rules, and structural rules. This section briefly
discusses each group in turn (we omit the Skip, Seq, and Case
rules here, which are standard and included in Section C). As usual,
𝐼𝑃 , 𝐼𝑄 ⊢ 𝑐1 ∼ 𝑐2 : Φ⇒ Ψ (resp. 𝐼𝑃 , 𝐼𝑄 ⊢ 𝑃1 ∼ 𝑃2 : Φ⇒ Ψ) means that
an RHL command (resp. program) tuple is derivable. We leave
𝐼𝑃 and 𝐼𝑄 implicit when they are clear from the context.

Two-Sided Rules. The first four rules of Figure 7 are two-sided rules.
TheAssign rule states that two assignments are related if evaluating
their expressions 𝑒1 and 𝑒2 under the assumption Φ yields 𝜙-related
values, and writing such values in ℓ1 and ℓ2 ensures Ψ. The While
rule is synchronous, i.e., it requires that the guards 𝑒1 and 𝑒2 evaluate
to the same value, hence the postcondition for the expressions is
equality. The formula Φ acts as a loop invariant, as in Hoare logic.

The Rand rule deals with random sampling. It requires that
the arguments 𝑒1 and 𝑒2 satisfy the handler precondition 𝐼𝑃 (for
Rnd events), and that the handler postcondition 𝐼𝑄 ensures the
postcondition Ψ on the states after writing the answers to ℓ1 and ℓ2.

Finally, the Call rule relates two function calls. The specification
for functions is given by the handler contract 𝐼𝑃 and 𝐼𝑄 for Call
events: it establishes the (relational) pre- and postconditions for

calling each pair of functions. As such, 𝐼𝑃 and 𝐼𝑄 are relations
between pairs of lists of values and memories. Without loss of
generality, we split them into 𝐼 𝑣

𝑃
and 𝐼𝑚

𝑃
, and 𝐼 𝑣

𝑄
and 𝐼𝑚

𝑄
, for the

relations values and memories, respectively.
The first premise of the Call rule states that, given a precon-

dition on variable maps Φ𝑟 , the arguments 𝑒1 and 𝑒2 must satisfy
the functions’ precondition 𝐼 𝑣

𝑃
. The second premise asserts the post-

condition Ψ after writing the results in states where the initial
precondition on variable maps Φ𝑟 holds, as well as the functions’
postcondition 𝐼𝑄 . The precondition Φ𝑟 holds after writing results
because the callee executes on its own local variable map, leaving
the caller’s unchanged.

One-Sided Rules. These rules relate structurally dissimilar programs—
often, an event-free command with skip. The Assign𝐿 rule is an
example: it relates an assignment on the left-hand side with skip

on the right-hand side. The premise states that the postcondition Ψ
must hold after an assignment on the state on the left-hand side.

Structural Rules. Our logic satisfies many standard structural rules
of program logics, such as reflexivity, consequence, and transitivity.
For example, the Trans rule allows us to compose judgments tran-
sitively. We use ◦ for the composition of two relations, defined as
𝑥 (𝑅 ◦ 𝑅′) 𝑧 ≜ ∃𝑦. 𝑥 𝑅 𝑦 ∧ 𝑦 𝑅′ 𝑧.

Recursion and Programs. Figure 7 presents the Rec rule to relate
two programs. The rule lifts and generalizes the classical recursion
rule in Hoare logic [11] to the relational setting. As before, we
write 𝑓

body
and 𝑔

body
for the bodies of 𝑓 and 𝑔 in 𝑃1 and 𝑃2, respec-

tively. In the premise, we extend the contract to 𝐼𝑃 ∪ Φ and 𝐼𝑄 ∪ Ψ,
which relates Call events using Φ and Ψ, and other events using
𝐼𝑃 and 𝐼𝑄 . The rule requires proving that the bodies of every pair
of functions 𝑓 and 𝑔 satisfy their relational specification assuming
that all function calls satisfy theirs. Note that this allows reasoning
about mutually recursive functions.

As a result, two programs are related if all pairs of bodies satisfy
their relational specification. While the premise of this rule involves
only the call semantics, the soundness theorem below shows that
its conclusion relates the interprocedural semantics of functions,
allowing us to reason abstractly about calls.

Soundness. The following theorem establishes the soundness of our
program logic, relating the call and interprocedural semantics.

Theorem 5.3 (Soundness ). Provable judgments are valid, i.e.,
𝐼𝑃 , 𝐼𝑄 ⊢ 𝑃1 ∼ 𝑃2 : Φ⇒ Ψ implies 𝐼𝑃 , 𝐼𝑄 |= 𝑃1 ∼ 𝑃2 : Φ⇒ Ψ.

6 Key Proof Techniques for Selected Passes

This section discusses the key techniques used to verify the com-
piler. Recall that the Jasmin compiler operates over seven different
languages. The front-end has four internal languages: Jasmin (the
source), Subword, Direct, and Stack (see Figure 5). These languages
have the same syntax but different semantics, i.e., a language con-
struct such as a function call has different effects, becoming lower-
level down the compilation chain. Nevertheless, their semantics are
instances of a general one, parameterized over the effects of certain
constructs, such as function calls. The back-end begins with the
Stack language and comprises three other languages: One Varmap,
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Linear and ASM. All languages are defined in layers using ITrees;
in particular, all have a layer with error and random events.

We verify the front-end using RHL: this section illustrates how
RHL is used in the proofs of three such passes and distill three key
relevant features of the logic—which are not specific to Jasmin or
to its ITree semantics. We verify the back-end directly: we discuss
one pass that leverages the layered semantics design to define a
mixed-step semantics and enable its proof.

6.1 Register Renaming and Static Analyses

The Register Renaming pass renames variables to use machine reg-
ister names; for example, 𝑥 ≔ 𝑦 + 3 gets renamed to rdi≔ rdi + 3.
This pass performs no spilling, and therefore leaves the program
structure unchanged. We verify this pass in translation validation
style: we use an unverified algorithm implemented in OCaml to
generate a renamed program, and then a verified checker to ensure
that the programs are equivalent modulo renaming.

The checker in the Register Renaming pass checks that two
programs are equivalent modulo renaming. It analyzes the code to
compute a renaming, a map from source variables to target registers,
at each program point. For example, the instruction 𝑥 ≔ 𝑦 + 3 is
equivalent modulo renaming to rdi≔ rdi + 3 if the initial renaming
(before the assignment) is {𝑦 ↦→ rdi} and the resulting one (after
the assignment) is {𝑥 ↦→ rdi, 𝑦 ↦→ ⊥}.

The correctness of the checker states that the source and target
states are equal up to renaming of register variables. The simulation
relation is parameterized by a renaming 𝛼 : Var ⇀ Var, which is a
partial function from variables to variables. The simulation relation
for this pass states that memories should be identical, and if the
renaming is defined on 𝑥 , the variable maps coincide there:

𝜎 ≼𝛼 𝜎 ′ ≜ 𝜎𝑚 = 𝜎 ′𝑚 ∧ ∀𝑥 ∈ dom𝛼. 𝜎 (𝑥) = 𝜎 ′ (𝛼 (𝑥)).

Key Feature: Leveraging Static Analyses. To verify passes like Reg-
ister Renaming that depend on static analyses, we develop a general
approach based on simplified RHL rules. The approach entails an
abstract set A, a logical interpretation (𝑅𝛼 )𝛼∈A : S × S→ Prop, a
checker for expressions chk𝑒 : A × Expr × Expr × A → Prop and
one for left-values chkℓ : A × LVal × LVal × A → Prop. Informally,
the abstract set collects information about the two program execu-
tions, and the interpretation maps elements of the abstract domain
to a logical representation. The checkers, on the other hand, verify
whether an abstract value validates a desired relation S (e.g., that
two given expressions evaluate to the same value) and establish
an updated abstract value. We identify three properties needed to
incorporate checkers in the logic, namely:

𝜎1 𝑅𝛼 𝜎2
chk𝑒 (𝛼, 𝑒1, 𝑒2, 𝛼

′ )

}
=⇒ 𝜎1 𝑅𝛼 ′ 𝜎2, (Mono)

chk𝑒 (𝛼, 𝑒1, 𝑒2, 𝛼
′ ) =⇒ |= 𝑒1 ∼ 𝑒2 : 𝑅𝛼 ⇒ S, (Corr𝑒 )

chkℓ (𝛼, ℓ1, ℓ2, 𝛼 ′ ) =⇒ |= ℓ1 ∼ ℓ2 : 𝑅𝛼 /S ⇒ 𝑅𝛼 ′ . (Corrℓ )

The first property ensures that no information is lost after ana-
lyzing expressions (since evaluating expressions does not change
the state) and allows composing the results of multiple checks. The
correctness of chk𝑒 ensures that evaluating 𝑒1 and 𝑒2 in 𝑅𝛼 -related
states yields S-related values. The correctness of chkℓ ensures that
if the check with 𝛼 is successful and yields 𝛼 ′, updating 𝛼-related
states with S-related values yields 𝛼 ′-related states.

Assign
chk

chk𝑒 (𝛼, 𝑒1, 𝑒2, 𝛼
′ ) chkℓ (𝛼 ′, ℓ1, ℓ2, 𝛼 ′′ )

⊢ ℓ1 ≔ 𝑒1 ∼ ℓ2 ≔ 𝑒2 : 𝑅𝛼 ⇒ 𝑅𝛼 ′′

Case
chk

chk𝑒 (𝛼, 𝑒1, 𝑒2, 𝛼
′ ) |= 𝑒1 ∼ 𝑒2 : 𝑅𝛼 ⇒ =

⊢ 𝑐1 ∼ 𝑐2 : 𝑅𝛼 ′ ⇒ 𝑅𝛼 ′′ ⊢ 𝑐′1 ∼ 𝑐′2 : 𝑅𝛼 ′ ⇒ 𝑅𝛼 ′′

⊢ if (𝑒1 ) {𝑐1} {𝑐′1} ∼ if (𝑒2 ) {𝑐2} {𝑐′2} : 𝑅𝛼 ⇒ 𝑅𝛼 ′′

Case𝑏
∀𝜎1𝜎2 . 𝜎1 Φ 𝜎2 =⇒ L𝑒 MExpr𝜎1 ≈ Ret(𝑏 ) ⊢ 𝑐𝑏 ∼ 𝑐 : Φ⇒ Ψ

⊢ if (𝑒 ) {𝑐⊤} {𝑐⊥} ∼ 𝑐 : Φ⇒ Ψ

Unroll𝐿
⊢ if (𝑒 ) {𝑐 ;while (𝑒 ) {𝑐 }} {skip} ∼ 𝑐′ : Φ⇒ Ψ

⊢ while (𝑒 ) {𝑐 } ∼ 𝑐′ : Φ⇒ Ψ

Figure 8: Specialized Relational Hoare Logic.

The properties of checkers can be used to simplify several of the
RHL rules presented in Figure 7. The first two rules of Figure 8 are
simplified versions of the Assign and Case rules, whose premises
rely on the checkers to establish the necessary RHL tuples. Such
premises are trivially discharged in compiler transformations like
Register Renaming that replace commands only when the checkers
succeed. In this pass, checking two assignments ℓ1 ≔ 𝑒1 and ℓ2 ≔ 𝑒2
succeeds only if there exists a renaming 𝛼 such that 𝑒2 is a renaming
of 𝑒1, and similarly for the left-values.

6.2 Constant Branches and One-Sided Rules

The Constant Propagation pass propagates the values of constants,
simplifies complex expressions, and optimizes control flow con-
structs if their guard is constant. For example, 𝑖 ≔ 3 ;𝑥 ≔ 𝑖 − 2
maps to 𝑖 ≔ 3 ;𝑥 ≔ 1. This transformation optimizes control flow
constructs whose guards are constant—i.e., it removes constant
branches. For example, the conditional command if (𝑥 = 𝑥) {𝑐} {𝑐′}
maps to 𝑐 , andwhile (𝑥 < 𝑥) {𝑐}maps to skip. We prove it correct
by showing that the source and target states are equal.

Key Feature: Specialized One-Sided Rules. We introduce special-
ized one-sided rules that, for instance, deal directly with constant
branches. Thus, when a while loop has a false guard, we first use the
Unroll𝐿 rule from Figure 8, which relates a while loop to its one-
step unrolling, and then the Case𝑏 rule to relate it to skip. In gen-
eral, specialized one-sided rules are tailored for common compiler
transformations. They pattern-match on the command on the left-
hand side (i.e., the source) and set the command on the right-hand
side (i.e., the target) to the transformation of the former. Conve-
niently, the rules have non-relational proof obligations to prove that
the right-hand side correctly implements the source. Such obliga-
tions enjoy good automation in the Rocq prover, thanks to our defin-
ing a partial symbolic evaluator for commands that can reduce loop-
and event-free commands to their results; for instance, it establishes
that L𝑥 ≔ 0M★𝜎 ≈ Ret(𝜎 [𝑥 ↦→ 0]). All passes in Jasmin that modify
the program structure use one-sided rules; further examples are In-
struction Selection to introduce assignments before complex compu-
tations and Dead Code Elimination to remove useless assignments.
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6.3 Inlining and Different Semantics

This pass replaces function calls with the body of the callee if the
latter is annotated as #inline. The transformation is performed
in the order in which functions are defined, which means that
we perform inlining once per function (as its callees have already
been processed). The proof for this pass is the most complex in the
compiler after our changes, since a critical step in the argument
requires a generic result on ITrees that is not provable in RHL
directly. Proving the correctness of this pass is challenging because
it requires relating an ITree with Call(𝑓 ,𝑚, 𝑣) events with an ITree
where some of these events have already been interpreted as the
semantics of the body of 𝑓 on a state containing𝑚 and 𝑣 . This is
not expressible as one of our one-sided rules, as their equivalence
holds only after interpreting Call events.

Key Feature: Parameterization with Respect to Semantics. Our
solution exploits the parametricity of the logic over program se-
mantics. Concretely, we introduce a new handler for Call events,
denoted 𝐻 𝐼 , to bring out the effects of inlining in a new one-step
inlining semantics. Using this new semantics, we proceed in two
steps: first, we show that the semantics of the source program is
equivalent to its one-step inlining semantics; and second, we use
RHL to prove that the one-step inlining semantics of the source
program is equivalent to the semantics of the target program.

The new handler and semantics are as follows:

𝐻 𝐼 (Call(𝑓 ,𝑚, 𝑣) ) ≜
{
𝐻 c (Call(𝑓 ,𝑚, 𝑣) ) if 𝑓 is #inline,
trigger(Call(𝑓 ,𝑚, 𝑣) ) otherwise,

L𝑐 M𝐼𝜎 ≜ interp

(
𝐻 𝐼 , L𝑐 M★𝜎

)
.

This handler interprets a call to an #inline function 𝑓 by executing
its body using the usual call handler 𝐻 c, and other calls by re-
triggering the original event. Based on this handler, the one-step
inlining semantics interprets calls to #inline functions as ITrees
that correspond to their bodies instead of Call events. The bodies of
#inline functions may themselves contain function calls, and these
are not replaced, hence the name “one-step” inlining semantics.

Armed with this new semantics, we use existing lemmas from
the ITree library that show that the interprocedural semantics of
the source program (which interprets every Call event) is equivalent
to interpreting all Call events after the one-step inlining semantics.
That is, we have ∀𝑐, 𝜎 . ≈ L𝑐 M𝜎 interp_mrec

(
𝐻 c, L𝑐 M𝐼𝜎

)
. Intuitively,

this holds because both sides handle events the same way, but the
right-hand side handles some of them “earlier” with L ·M𝐼 .

Finally, we use RHL to prove that the one-step inlining semantics
of the source is equivalent to the semantics of the target. That is,
for every source command 𝑐 whose compilation is 𝑐 and state 𝜎 ,
𝑢≈ interp_mrec

(
𝐻 c, L𝑐 M𝐼𝜎

)
L𝑐 M𝜎 . Critically, the left-hand side uses

the one-step inlining semantics L ·M𝐼 while the right-hand side uses
the call semantics L ·M★ (recall the definition of L ·M in Figure 4b). We
can prove this statement only because we generalize the logic and
Theorem 5.3 to allow different semantics on the left- and right-hand
sides.

To verify passes like Inlining that use different semantics, our
Rocq formalization of the semantics and of RHL is substantially
more general thanwhatwas presented in Section 5, being parametric
on the semantics of either side. This generalization allows us to
verify the front-end with a single implementation of RHL, and is

essential in the proof of the Inlining pass. Besides Inlining, this
generalization is needed for passes with different input and output
languages (i.e., Int to Word, Reg. Array Expansion, Stack Allocation,
and One Varmap).

6.4 Linearization and Mixed-Step Semantics

The most substantial proof in the compiler back-end is lineariza-
tion. This pass transforms programs with structured control-flow
into ones with jumps. For example, while (𝑒) {𝑐} transforms into
jmp ℓ ; ℓ ′:𝑐 ; ℓ :if 𝑒 jmp ℓ ′, where 𝑐 is the compilation of 𝑐 . The out-
put language of linearization is Linear, an unstructured language
with labels, jumps, conditional jumps, and calls. Linear states aug-
ment source states with a function name and a program counter,
which are used to index the linear program. The semantics of Linear
is the repeated application of a transition function on states.

Key Feature: Mixed-Step Semantics. An essential part of the proof
of linearization entails synchronizing function calls in the source
program with those in the target. With the previous big-step seman-
tics, this was part of the (semantics) induction hypothesis. However,
with the new denotational semantics, we need a means of reasoning
about small-step semantics in a function-modular way: the proof of
Linearization is greatly simplified when reasoning in a semantics
that treats calls as uninterpreted events.

To this end, we define an auxiliary semantics, the mixed-step se-
mantics, that behaves like the small-step one but triggersCall events
for function calls and later interprets them analogously to the source.
This allows us to prove the correctness of the Linearization pass
at the uninterpreted layer of both semantics, treating function
calls abstractly. Afterward, we show the equivalence between the
mixed-step semantics and the small-step one as an abstract ITree
equivalence between the iter and interp_mrec operators.

7 Related Work

We structure this section along the different lines of related work.

Program Semantics. There is a long line of work that formalizes
semantics for nonterminating and probabilistic computations in
proof assistants. Coinductive program semantics and definitions
of recursive functions are mechanized in [55, 58, 61]. Semantics
of probabilistic programs are mechanized in [52] (discrete set-
ting), [3, 51] (continuous setting), and [48] (tape-based).We refer the
reader to [29] for further information about (mechanized and non-
mechanized) approaches to semantics of probabilistic programs.

Verified Compilers. There is a long history of using proof assis-
tants for proving functional correctness and for security properties
of compilers; see [19]. We now focus on three prominent examples.

First, CompCert [56] is a compiler for C, written and verified in
Rocq. Early versions of CompCert used a big-step semantics and
later ones a small-step coinductive semantics. All proofs are based
on simulation diagrams. Secondly, CakeML [54] is a compiler for
Standard ML, written and verified in HOL. The semantics is defined
in a functional big-step style with clocks to deal with divergence,
and proofs are based on simulation diagrams and equational reason-
ing. Pancake [85] is an offspring of CakeML that uses an ITree se-
mantics, proven equivalent to the functional big-step one, to reason
about the interactions between programs and the external world.
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Thirdly, Vellvm [83, 86] is a compiler for the LLVM framework writ-
ten and verified in Rocq. The latest version of Vellvm uses ITrees to
formalize the semantics of LLVM-IR. Vellvm uses the Static Single
Assignment (SSA) representation and leverages SSA-specific proof
techniques for proving correctness of program transformations.

None of these compilers consider probabilistic semantics. Our
approach could in principle be applied to lift their guarantees to
the probabilistic setting.

Verified Compilers for Probabilistic Languages. ProbCompCert [75]
is a formally verified compiler for a fragment of the Stan lan-
guage [31]. The main component of ProbCompCert is a verified
density compilation pipeline performed before compiling with the
CompCert backend. Critically, this compilation pipeline is correct
for a probabilistic semantics—not for the usual deterministic seman-
tics. It would be interesting to consider whether one could enrich
our relational Hoare logic with probabilistic reasoning rules in the
style of probabilistic relational Hoare logic to validate this pipeline.

Zar [15] is a formally verified compiler from discrete probabilistic
programs (with potentially unbounded loops) to an ITree-based
representation. It uses extraction to generate samplers in OCaml and
Python. It would be interesting to use our framework to generate
efficient, formally verified, samplers written in assembly.

Secure Compilation. While the aforementioned works focus on
classic compiler correctness in terms of execution traces, stronger
notions have also been considered. One such notion is robust com-
pilation [1, 63], which asks that program behaviors are preserved
under adversarial contexts. A main difference between robust com-
pilation and our work is that it allows for source and target contexts
to differ, so that the latter are able to capture low-level attacks.
We plan to address low-level attacks in a separate (but compati-
ble) effort, leveraging recent developments in hardware-software
contracts [49]. A different line of work studies preservation of in-
formation flow properties: Silver et al. [71] use the framework of
ITrees to prove preservation of noninterference for an Imp-to-Asm
compiler. Barthe et al. [21, 26, 27] prove preservation of constant-
time in CompCert, a core imperative language, and an older version
of Jasmin, respectively—the proof of the latter is not maintained.
Constant-time (CT) has also been considered in the context of non-
determinism (e.g., proving that the Bedrock2 compiler preserves
CT under nondeterminism [38]) and speculation (e.g., [12, 44, 77],
which study or prove speculative CT for simplified, core compilers).

(Relational) Programs Logics. Relational program logics provide
a general framework for reasoning about properties of two pro-
grams (i.e., 2-properties). Relational Hoare logic [34] is a program
logic for reasoning about executions of two programs or two exe-
cutions of the same program. Relational separation logic (RSL) [82]
is a program logic for reasoning about executions of two heap-
manipulating programs; it was developed concurrently with RHL.
Iris [53] is a mechanized separation logic formalized in the Rocq
prover, with several extensions that support relational reasoning.
One of the primary applications of relational program logics is
compiler correctness; for instance, Iris has been used to prove cor-
rectness of program transformations [46]. Recently, RSL has been
used to prove correctness of (an idealization of) the tail-modulo
constructor optimization used by the OCaml compiler [4].

Probabilistic RHL (pRHL) [28] is a relational program logic for
probabilistic programs leveraging proofs by coupling. The logic pre-
sented in Section 5 treats random sampling abstractly, i.e., the proof
shows that they are preserved exactly. This drastically simplifies rea-
soning about transformations and suffices for all passes in Jasmin.
In contrast, pRHL supports sophisticated probabilistic reasoning
that could be used to prove sampling-related optimizations (such as
those in ProbCompCert and Zar). The logic presented in this paper
could admit pRHL rules, when instantiated with the probabilistic
semantics J·K. It would be interesting to explore such extensions
to reason about optimizations [15, 57, 75] and expectations [14].

Several works develop program logics and related formalisms
on top of ITrees. Vistrup et al. [79] develop a modular method for
defining program logics within Iris, relying on a generic defini-
tion of weakest precondition for ITrees, alongside effect libraries
that can be combined together to deal with complex languages.
Silver and Zdancewic [73] formalize Dijkstra monads for weakest
precondition reasoning with ITrees. Silver et al. [72] formalize a
refinement calculus on top of ITrees. Finally, Michelland et al. [59]
develop formally verified abstract interpreters using ITrees.

Computer-Aided Cryptography. There is a large body of work
that formalizes cryptographic security in proof assistants [16]. In
particular, the EasyCrypt proof assistant [24, 25] has been used
to mechanize the security proof of many constructions, includ-
ing ML-KEM [6]. EasyCrypt is based on pRHL (probabilistic rela-
tional Hoare logic) [28]. Other mechanized frameworks for cryp-
tographic security include FCF [64], CryptHOL [30], SSProve [50],
and IPDL [47]. Some works are more specifically focused on for-
malizing oracle systems. For instance, [76] presents a formalization
of oracle systems in Lean. Their formalization has been further
extended in [40] to reason about computational soundness.

Almeida et al. [8] present a general method for proving preser-
vation of cryptographic security against adversaries with access
to side-channel leakage. However, their proof is carried on pen-
and-paper, at a high level of abstraction, and elides many of the
important details addressed by our work. We discuss side-channels
in the context of our work in the conclusion.

Low* [68] is a low-level language for writing efficient cryp-
tographic code and verifying it. It has been used to implement
cryptographic schemes, verifying for some of them a combination
of functional correctness, protocol security, memory safety, and
constant-time. It can be compiled to CompCert’s Clight (this com-
pilation is verified, including constant-time preservation) or to C
(which is not verified). Low* is the language that implements the
HACL* [66] cryptographic library, which in turn is used by the
cryptographic provider EverCrypt [67]. Our work is complemen-
tary to these efforts: Theorems 2.1 and 4.1 take source-level (like
those of Low* and HACL*) cryptographic guarantees down to as-
sembly level. Combining the approaches, which would involve a
Low*-to-Jasmin back-end that preserves game-based security, is
interesting but further requires that source-level proofs are done in
the standard computational model with a probabilistic semantics,
rather than its idealized, symbolic, deterministic semantics.

Erbsen et al. [43] present the whole-system verification of a cryp-
tographic server, including RISC-V machine code, network packets,
and functional specification of X25519. It uses omnisemantics as a
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unifying semantics framework [37], Bedrock2 [41] to implement,
compile, and verify many software components; Fiat Cryptogra-
phy [42] to generate verified, fast finite-field arithmetic; and Rupi-
cola [65] to compile functional programs to correct Bedrock2 ones;
everything is combined using Rocq as a foundation. The end result
is functional correctness and safety of the entire cryptographic
server: it receives network packets, authenticates them, and flips a
bit in the state. Both Erbsen et al. [43] and our work aim to bring
(orthogonal) guarantees down to assembly level: the focus of the
former is on whole-system functional correctness, while ours is on
preserving game-based probabilistic security. We discuss extending
our work to system-level guarantees in Section 1.

8 Conclusion and Future Work

This paper lays the foundations for carrying probabilistic correct-
ness and game-based security guarantees from source Jasmin pro-
grams to assembly programs generated by its compiler. To do so,
we mechanize a framework for game-based security, introduce a
new semantics for Jasmin and assembly programs, as well as a
relational Hoare logic that allows applying the framework.

In independent future work, we plan to develop an assembly type
system for speculative constant-time (SCT), proving that the type
system enforces SCT, and that SCT entails system-level security
under some standard assumptions in hardware. This effort, which
builds on prior work [20, 22, 70, 74], is almost entirely independent
of the current work and from the compiler proof—it only requires
proving that the Jasmin compiler preserves declassification, which
is very direct. However, it can be combined with the present paper
to show that provable security at source level and side-channel
security at assembly level guarantee system-level security against
powerful attackers that can observe program leakage and have
control over cache and branch predictors.

Another important direction for future work is to apply our
methodology to other post-quantum cryptographic standards, in-
cluding ML-DSA and SLH-DSA. There are ongoing efforts to prove
functional correctness and game-based security of Jasmin imple-
mentations ofML-DSA and SLH-DSA, building onmachine-checked
security proofs from [17, 18]. Our framework will naturally allow
these guarantees to be transferred to assembly programs, once the
source level proofs are completed.
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Open Science

We provide the Rocq mechanization of our framework and the
modified version of the Jasmin compiler with its new proofs, which
will become publicly available and open-source [13].

This is the only artifact that is needed to evaluate the paper’s core
contributions. It can be accessed via the URL in the references [13].
The mapping from the paper’s contributions to specific definitions
and theorems in the artifact is listed in the README.md file.

A Background on Interaction Trees

Interaction Trees [80] provide a convenient framework to reason
about interactive and nonterminating computations. Informally,
ITrees represent computations as potentially infinite trees, where
each non-leaf node is either a silent step or a visible event. Interac-
tion trees are an attractive option for us because, on the one hand,
unlike most operational semantics, they offer a semantics that is
executable (as a functional definition) and compositional (we can
reason inductively on the language syntax rather than on the more
complex semantic datatype). On the other hand, unlike old-style de-
notational semantics, ITrees support modularity (we can deal with
different types of events separately), and they allow for a compara-
tively simple style of coinductive reasoning, supported by a rich
equational theory and relying on parameterized coinduction [84].

Interpretation. Interaction trees can be interpreted modularly
with respect to the disjoint union of event families (written E1 +′ E2)
and the subevent relation (written E1 ⊑ E2). The polymorphic op-
erator trigger : ∀A. E′ A→ itree E A allows lifting any subevent in
E
′ to an ITree of E, given E

′ ⊑ E. It is defined as

trigger(𝑒) ≜ Vis(𝑒, 𝜆𝑥 . Ret(𝑥)).
The iter : ∀A 𝐼 . (𝐼 → 𝑀 (𝐼 + A)) → 𝐼 → 𝑀 A operator can be seen
as a while loop in a monad𝑀 , repeatedly running the body (the first
argument) until it produces a value of the result type A. Mappings
from ITrees into a monad 𝑀 can be defined via event handlers,
which are functions 𝐻 : ∀A. E A→ 𝑀 A for some event subfamily
E. A generic interpreter operator,

interp : (∀A. E A→ 𝑀 A) → ∀A. itree E A→ 𝑀 A,

based on iter, can be used to fold a handler corecursively on an
ITree. When the event handler itself is recursive, we can use the
operator

interp_mrec : (∀A. E′ A→ itree (E′ +′ E) A) →
∀A. itree (E′ +′ E) A→ itree E A.

Since ITrees can be themselves interpretation targets, we can write
modular interpreters, each for a subfamily of events, and compose
them sequentially.

Bisimulation. A basic generalization of weak bisimilarity for
ITrees, denoted≈, was introduced in [80] as a coinductive-inductive
relation, parametrized by a relation over results. It matches the
standard notion of bisimulation for LTSs, and is equivalent to 𝑒≈
where the relation over events is equality.

B Summary of Jasmin Compiler Passes

Table 2 presents a one-sentence summary of each pass in the Jasmin
compiler.

C Remaining Rules of Relational Hoare Logic

Figure 9 presents the remaining rules. The rule of consequence
(or weakening), Conseq, allows us to strengthen the precondition
(resp. the event postcondition) and weaken the postcondition (resp.
the event precondition) of an RHL judgment.

D Proof Effort

The Jasmin extensions presented in this work involved adapting the
proofs of all passes of the compiler. This section briefly discusses
the proof effort involved, highlighting the application of RHL for
compiler proofs. All in all, the Jasmin framework comprises 110K
lines of Rocq and 31.7K lines of OCaml code. The Rocq part in-
cludes the compiler passes, their proofs, and the proof of generic
assumptions on the architectures.

The proof effort in the compiler has been reduced as a result of
our work; as a rough estimate, the size of the compiler front-end
proofs has decreased by 10%. Pleasingly, many preexisting proofs
about expressions, straight-line code, and different well-formedness
conditions extend to the new setting with negligible effort.

Table 3 shows some statistics on the proof effort before and after
our work. We show the instance of the Instruction Selection pass for
each supported architecture separately. The Live-Range Splitting
pass is absent because it is the composition of Register Renaming
and Dead Code Elimination, and therefore already accounted for.
Similarly, we omit Remove Unused Results since it is implemented
inside Dead Code Elimination.
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Table 2: A summary of Jasmin compiler passes.

Compiler pass Summary

Preprocess Resolve syntactic sugar and imports.
Int to Word Replace word-sized integers with machine words.
Array Copy Expand array copies into for loops.
Add Array Initialization Insert array initializations at the beginning of functions.
Spilling Replace spill and unspill operators with copies to and from fresh variables.
Inlining Replace (some) function calls with their bodies.
Function Pruning Remove unused functions.
Constant Propagation Propagate the values of variables and optimize expressions with constants.
Dead Code Elimination Remove unnecessary assignments.
Unrolling Unroll for loops.
Live-Range Splitting Transform the program into SSA form.
Remove Array Initialization Remove array initializations.
Make Reference Arguments Use intermediate pointer variables instead of array arguments.
Register Array Expansion Expand register arrays into variables.
Remove Globals Move local global values to the top-level.
Load Immediates Store immediates in temporary registers.
Instruction Selection Replace assignments with architecture-specific operations.
Inline Propagation Propagate the values of inline variables.
SLH Instruction Selection Replace SLH operators with architecture-specific operations.
Stack Allocation Replace stack variables with concrete stack positions.
Lower Addresses Use only addresses allowed by the architecture.
Remove Unused Results Remove unused results of functions.
Register Renaming Rename all variables to use architecture-specific registers.
One Varmap Verify that local variables can be lifted to a shared state.
Linearization Replace structured control flow with jumps.
Tunneling Simplify chains of jumps.
Assembly Generation Use concrete registers, flags, and conditions instead of variables.

Skip

⊢ skip ∼ skip : Φ⇒ Φ

Seq
⊢ 𝑐1 ∼ 𝑐2 : Φ⇒ Φ′

⊢ 𝑐′1 ∼ 𝑐′2 : Φ′ ⇒ Φ′′

⊢ 𝑐1 ;𝑐′1 ∼ 𝑐2 ;𝑐′2 : Φ⇒ Φ′′

Case
|= 𝑒1 ∼ 𝑒2 : Φ⇒ = ⊢ 𝑐1 ∼ 𝑐2 : Φ ∧ 𝑒1 ⇒ Ψ

⊢ 𝑐′1 ∼ 𝑐′2 : Φ ∧ ¬𝑒1 ⇒ Ψ

⊢ if (𝑒1 ) {𝑐1} {𝑐′1} ∼ if (𝑒2 ) {𝑐2} {𝑐′2} : Φ⇒ Ψ

Conseq
𝐼 ′𝑃 , 𝐼

′
𝑄 ⊢ 𝑐1 ∼ 𝑐2 : Φ′ ⇒ Ψ′ Φ =⇒ Φ′

𝐼 ′𝑃 =⇒ 𝐼𝑃 Ψ′ =⇒ Ψ 𝐼𝑄 =⇒ 𝐼 ′𝑄

𝐼𝑃 , 𝐼𝑄 ⊢ 𝑐1 ∼ 𝑐2 : Φ⇒ Ψ

Figure 9: Extra rules of relational Hoare logic.
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Table 3: Reduction in proof effort of the Jasmin compiler. The “Shared” column is the size—in lines of code (LOC)—of the

auxiliary lemmas and definitions shared by both the previous and new proofs. The “Previous” and “New” columns present the

size of preexisting and new proofs, respectively. The “Reduction” column is the reduction percentage including the “Shared”

parts not modified by our work (i.e., one minus “New” plus “Shared” over “Previous” plus “Shared”).

LOC %

Compiler pass Shared Previous New Reduction

Int to Word 214 195 84 27.1
Array Copy 337 214 107 19.4
Add Array Initialization 352 263 137 20.5
Spilling 416 266 142 18.2
Inlining 255 339 283 9.4
Function Pruning 190 224 86 33.3
Constant Propagation 969 341 277 4.9
Dead Code Elimination 288 361 177 28.4
Unrolling 46 168 71 45.3
Remove Array Initialization 431 232 89 21.6
Reference Arguments 439 251 132 17.2
Register Array Expansion 674 243 219 2.6
Remove Globals 490 330 188 17.3
Load Immediates 142 277 100 42.2
x86-64 Instruction Selection 1681 254 90 8.5
ARMv7 Instruction Selection 1558 387 110 14.2
RISC-V Instruction Selection 583 173 72 13.4
SLH Instruction Selection 795 400 296 8.7
Inline Propagation 538 218 142 10.1
Stack Allocation 10 688 845 695 1.3
Lower Addresses 202 225 84 33.0
Register Renaming 433 445 198 28.1

Total 21 721 6651 3779 10.1
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